NudopmannonHass naMaTKa 00y4ar0IIUMCS
NJIS pa3MelieHrsl Ha O(pUUMAIbLHBIX HHTEPHET-pecypcax

C KaXAbBIM IOAOM MOJOACKH B HHTCPHCTC CTAHOBHUTCA 6OJIBIH€, a
IMKOJIBHUKHW OOAHH M3 CaMbIX dKTHBHBIX MOJIb30BaTeIICH PYHeTa. MC)K,Z[y
TEM, IOMHUMO OT'POMHOI'O KOJINYCCTBA BOSMO)KHOCTefI, HHTCPHCT HCCCT U
HpO6HCMBI. OTa nmaMsTKa JOJDKHA ITOMOYb TeOe 0e30IacHO HaXOIUTHCA
B CCTH.

KomnbroTepHbIe BUPYCHI

KoMmmproTepHbli BUPYC - 3TO Pa3sHOBUAHOCTb KOMIIBKOTEPHBIX
OporpamMM, OTJIMYUTEIbHOW  OCOOCHHOCTBIO  KOTOPOH  SBISIETCS
CIIOCOOHOCTh K pa3MHOXKEHHIO. B J0moJIHEHHE K ATOMY, BUPYCHI MOTYT
NOBPEIUTh WM TOJHOCTHIO YHUYTOXHUTh Bce (hailibl U JIaHHBIE,
MOAKOHTPOJIBHBIE TOJIb30BATEN0, OT UMEHU KOTOPOro ObuLla 3aIylieHa
3apak€HHasl MporpaMma, a TakKe MOBPEIUTh WIW JaK€ YHHYTOXHUTh
ONEPAMOHHYIO CUCTEMY CO BceMHU (paiiaMu B 1eI0M. B OONbIIMHCTBE
CIIy4aeB pACIPOCTPAHSIIOTCA BUPYCHI YEPE3 UHTEPHET.

MeTtopbl 3alIUThI OT BPEIOHOCHBIX MPOTPAMM:

1. Wcnonb3yli COBPEMEHHBIE OIEPALMOHHBIE CHCTEMBI, UMEIOIINE
CEPBE3HBIN YPOBEHBb 3AIIUTHI OT BPEIOHOCHBIX ITPOTPaMM;

2. IlocTtostHHO ycTaHaBIMBal Mmautu (MUGPOBBIE 3aILIATKA, KOTOPHIE
ABTOMATHUYECKN YCTAHABIMBAIOTCS C LEJNbIO JOPAOOTKUA MPOTPAMMBEI) U
JIpyrue OOHOBJICHHS CBOEH oOmepalMoHHONW cHcTeMbl. CkaumBail HX
TOJIBKO C oduIimaapHoro caita paspadorunka OC. Ecim cymectByer
PEKUM aBTOMATUYECKOTO OOHOBJIEHUSI, BKJIFOUH €T0;

3. PaboTali Ha CBO€M KOMIIBIOTEPE MO/ TPaBaMM MOJIb30BATENS, a HE
aIMUHHUCTpaTOpa. ITO HE TO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX
MIPOrpaMM MHCTAJUIMPOBATHCSA HAa TBOEM ITEPCOHATBHOM KOMITBIOTEPE;

4. Vcnionp3yd aHTUBUPYCHBIE MPOTPAMMHBIE MPOMYKTHI U3BECTHBIX
MPOU3BOAUTENIEH, C aBBTOMAaTHUYECKUM OOHOBJICHHEM 0a3;

5. Orpannub (PU3NUECKUN TOCTYI K KOMIBIOTEPY JJIsI TOCTOPOHHUX
JINLL;

6. Ucnonp3yii BHENTHUE HOCUTENN MH(OpMAIIMU, TaKUe Kak (Ienka,
JTUCK WK (haill U3 UHTEPHETA, TOJIBKO U3 TPOBEPEHHBIX NCTOYHUKOB;

7. He oTkpbiBail KOMIBIOTEpHBbIE (ailibl, TMOJYYEHHbIE U3
HEHAJIC)KHBIX MCTOYHHKOB. Jlaxke Te (ailipl, KOTOpbIe MpHUCIAT TBOU
3HAKOMBIN. JIydIlie yTOUHH Yy HETO, OTIPABIISLI JIU OH Te0E UX.



Ceru WI-FI

Wi-Fi - 310 He BU Nepeiadyn JaHHBIX, HE TEXHOJIOTHSI, & BCETO JIMIIb
opena, w™apka. Eme B 1991 roay HuaepiaHickas KOMITaHUSA
3apeructpupoBaia o6penn "WECA", uTo 00603Ha4yano cilIoBOCOYETAHHUE
"Wireless Fidelity", xoTopslii mnepeBoAMTCS Kak 'OecrnpoBOJHAsS
TOYHOCTB".

Jlo Hamero BpeMeHH JoIula Jpyras abOpeBuarypa, KoTopas
SBJISIETCSl TaKOM ke TexHoJjiorueil. 1o adopeBuarypa "Wi-Fi". Takoe
Ha3BaHWE OBLJIO JIaHO C HAMEKOM Ha CTaHJapT BBICIIEH 3BYKOBOMU
texuuku Hi-F1, aTo B mepeBoie o3HauaeT "BhICOKAss TOYHOCTH'.

Jla, OecrutaTHBIN WHTEPHET-IOCTYI B Kade, OTeIsIX W a’dpomoprax
SBJISIETCS OTJIMYHOM BO3MOKHOCTBIO BbIXOJa B MHTEepHET. Ho MHOTrHE
DKCHEPTHI CUUTAOT, 4YTO oOmenoctynHeie Wi-Fi cetu He SBIAOTCA
0€30IacCHBIMU.

CoBeThl 110 0€30MaCHOCTH PabOTHI B OOIIETOCTYMHBIX ceTsix Wi-fi:

1. He nepemaBaili CcBOWO JUYHYHO HHPOpPMAIMIO  4Yepes
obmenoctynusie Wi-Fi cetu. Pabortas B HUX, JKeJIaTE€IbHO HE BBOJUTH
MapoJIu JI0CTYIIA, JIOTUHBI U KaKhe-TO HOMEPA;

2. Hcnonp3yihi U OOHOBIAM AHTHUBUPYCHBIE MPOTrPaMMbl U
OpanaMayep. Tem cambIM Thl 00€30IacHIllb Ce0sl OT 3aKauyKy BUpyca Ha
TBOE YCTPOMCTBO;

3. ITpu ucnonszoBanuu Wi-Fi otkmroun ¢yHkuuio "OOmmn goctyn
K (¢aiinam u npuHTepam". [laHHas QyHKIMS 3aKpbITa MO YMOJIYAHUIO,
OJIHAKO HEKOTOphIC TOJIb30BaTEIN AaKTUBUPYIOT €€ i yAo0CTBa
WCIIOJIb30BaHMs B paboTe UiK y4eoe;

4. He ucnonw3yit nyoanunsii WI-FI ni1a nepenauy TMUHBIX TaHHBIX,
HaMpUMeEp JIS BbIXOJIa B COITUATIBHBIC CETH WJIM B JIEKTPOHHYIO MOYTY;

5. Wcnosnb3yl TONBKO 3amuiieHHoe coennnenue yepe3 HTTPS, a ve
HTTP, 1.e. npu Habope BeO-aapeca BBoaM nMeHHO "https://";

6. B mobwibHOM Tenedone otkitoun pynknuio "llogkinodueHue K
Wi-Fi aBromatndecku". He momyckaii aBTOMaTH4eCKOrO IMOAKIIOUCHHS
ycTporicTBa K cetaM Wi-Fi 6e3 TBoero cornacusi.

ConuajgbHble CeTH

ColmanbHble CETH aKTUBHO BXOJSAT B HAIly >KU3Hb, MHOTHE JIIOAU
paboTaroT M )KUBYT TaM MOCTOSIHHO, a B Facebook yxe 3apeructpupoBan
MUWJIJTAAPJ YEJIOBEK, 4YTO SBISICTCS OJIHOM CEIbMOM BCEX KHUTEJIEHU
maHeTel. MHOTHE TOJb30BaTENM HE TOHUMAIOT, 4YTO HWHQOpMaIwus,
pa3MelieHHass UMHU B COIMAJIBHBIX CETSAX, MOXKET OBITh HaljcHa W



UCIIOJIb30BaHa K€M YTOJIHO, B TOM YHCJIE HE 00s3aTelbHO C Ojarumu
HaMEpPEHUSMMU.

OCHOBHBIE COBETHI 110 OE30MACHOCTH B COIMATBHBIX CETSX:

1. Orpanuyb cnucok apy3ei. Y 1e0s B Ipy3bsX HE JOJKHO OBITH
CIIyYalHBIX ¥ HE3HAKOMBIX JIFOJICH;

2. 3ammimaili CBOK 4YacTHYK Ku3Hb. He ykaspiBalhi mnapouu,
TenaedoHbl, ajapeca, JAaTy TBOErO POXICHUS U JPYTyH JHYHYIO
uHpopManuo.  3TOYMBIIUICHHUKHM  MOTYT  HCHOJb30BaTh  JaXe
uHpOpMaIMIO O TOM, KaK Thl U TBOU POJUTENM IUIAHUPYETE MPOBECTU
KAHUKYJIbI;

3. 3amuinai CBO penmyTaIyio - AEPKHU €€ B YUCTOTE U 3ajiaBaii cee
BOIPOC: XOTEN ObI Thl, YTOOBI APYTHU€ MOJIH30BATEIN BHUACIH, YTO ThI
3arpyxaemb? [logymaii, mpexae 4em 4To-TO OMyOJIMKOBaTh, HANIMCATH
Y 3aTPY3UTh;

4. Eciaum ThI TOBOpPUIIL C JIOABMH, KOTOPBIX HE 3HACIlb, HE
UCIIOJIb3Yil CBOE PEaIbHOE UM U APYTYIO0 JUYHYI0 MH(DOpPMAIUU: UM,
MECTO KUTEJIbCTBA, MECTO y4€Obl U MPOYEE;

5. W30eraii pasmemeHuss ¢otorpaduit B HWHTEpHETE, TAE ThI
M300paK€H HA MECTHOCTH, MO KOTOPOM MOKHO OIPEIEIUTh TBOE
MECTOIIOI0KEHHUE;

6. IIpu perucrpaiiuu B COMAILHOM CETH HEOOXOUMO HCII0Ih30BaTh
CJIO’KHBIE€ TIAPOJIM, COCTOSIIME U3 OYKB U IU(Pp U ¢ KOJTUYECTBOM 3HAKOB
HE MeHee §;

7. Ans colManbHOM CETH, MOYTHI M JAPYIHMX CAUTOB HEOOXOAMMO
UCIIOJB30BaTh pa3Hble Maponu. Torga eciau TeOS B3JIOMAKOT, TO
3JIOYMBIIUICHHUKA TOJIy4aT JOCTYN TOJIBKO K OJHOMY MECTYy, a HE BO
BCE Cpasy.

DJIEKTPOHHBIE 1EHbI'H

ONEeKTPOHHBIE JIEHBI'M - 3TO OYEHb YAOOHBIM CHOCOO IUIATEXKEH,
OIHAKO CYIIECTBYIOT MOIICHHUKH, KOTOPBIE XOTAT IIOJYYUTh OTH
J€HBTH.

ONEKTPOHHBIE JEHBI'M MOSBHIIMCh COBCEM HEAABHO M MMEHHO M3-3a
3TOTO BO MHOTHMX TOCYJIapCTBax A0 CHX HOP HE MPOIMCAHO MPO HUX B
3aKOHAX.

B Poccun xe oHM (DYHKIMOHUPYIOT U O HUX YXKE€ MPOMHCAHO B
3aKOHE, TJI€ MX DPa3JeiI0T HAa HECKOJIBKO BHJIOB - AHOHHMHBIE U HE
aHOHMMHBbIE. Pa3HuIIa B TOM, YTO aHOHHMMHBIE - 3TO T€, B KOTOPBIX
pasperraeTcss IPOBOAUTH OTepaluu 0e3 UICHTU(UKALNH TTOJIb30BaTEs,



a B HCAHOHHMMHBIX WJACHTU(UKAIIUA  TOJb30BATENS  SBISICTCS
00s13aTeILHOM.

Taxke ciemyer pa3nuyaTh 3JICKTPOHHBIC (PUATHBIC JIEHBI'U (PaBHBI
rOCyJapCTBEHHBIM BaJIOTaM) U DJEKTPOHHbIE HE(pUATHBIE NEHBbIU (HE
pPaBHBI TOCYAAPCTBEHHBIM BAJIFOTaM).

OcHOBHBIE COBETHI 10 0€30MacHOl paboTe ¢ BIEKTPOHHBIMU
J€HbIAMU:

1. IIpuBsKM K c4eTy MOOMIIBHBIN TenedoH. ITO camblil YIOOHBIN U
OBICTPBIA CIMOCOO BOCCTAaHOBUTH JIOCTYNl K cuery. [IpuBsizaHHBIN
TeraeoH MOMOXKET, eciii 3a0yellb CBOW IJIATEKHBIM Mapoyib WU
3alJIeNIb HA CAUT C HE3HAKOMOTO YCTPOMCTBA;

2. Hcnonp3yit oaHopaszoBble maposau. Ilocie mnepexoma Ha
YCUJICHHYIO aBTOPU3ALMI0 TeOE YK€ He OyIeT yrpoxKaThb ONAaCHOCTb
Kpa)Xy WK MEPEXBATA IUIATEKHOTO NapOJIs;

3. BriOepu cioxsbplii maposab. IlpectynmHukam OyIeT HE MPOCTO
yrajaTh CIOXHBIW MapoJib. HamekHble maponay - 3TO Mapoiau, KOTOPhIE
COIEp)KaT HE MeHee § 3HAKOB M BKIIOYAIOT B CE0S CTPOUYHBIE U
MPONUCHBIE OYKBBI, IUPPHI U HECKOJIBKO CHUMBOJIOB, TaKHM€ KaK 3HaK
noJiapa, GpyHTa, BOCKJIHMIIATENbHBIN 3HaK u T.1. Hanpumep, $tROng!;;

4. He BBOOM CBOM IJIMYHBIE JAHHBICE HA CAaUTax, KOTOPbIM HE
JIOBEPSCIIIb.

JJIeKTPOHHAS MOYTA

OJEKTPOHHAs IOYTa - 3TO TEXHOJIOTUS M MPEIOCTABISEMBIE €HO
YCIYTM MO TEPECBUIKE U TIOJYYEHUIO JJIEKTPOHHBIX COOONICHUH,
KOTOpBIE  PAaCHpEeAessIloTcd B KOMIBHOTEPHOM  ceTH.  OOBIYHO
AJIEKTPOHHBIM TMOYTOBBIMA SAIIMK BBITVISIAUT CIEAYIOMUM O00pa30M:
UMs_T0JIb30BATEISI(@UMSL_JIOMEHA. Takxke KpoMe Mepeladd MpOCTOro
TEKCTa, UMEETCS BO3MOKHOCTh MepeaBaTh (hailiibl.

OcHOBHBIE COBETHI IO O€30IMacHOM padoTe C ANEKTPOHHOM ITOYTOM:

1. Hajgo BbIOpaTh MpaBUiIbLHBINA MOYTOBBIN cEpBUC. B HHTEpHETE €CTh
OTPOMHBIN BBIOOp OECIUIATHBIX MOYTOBBIX CEPBHCOB, OJHAKO JIy4IlIE
JIOBEPATH TEM, KOTO 3HACIIb U KTO MEPBbIM B PEUTHUHTE;

2. He yka3bIBail B IMYHOU mouTe JIMUHYIO uHGopmannto. Hanpumep,
Jdydie BbIOpaTh "My3bIKaibHBIN (paHaT@" win "pok2013" BmecTo
"temal3";

3. Hcnonb3yil ABYXATANHYK aBTOPU3ALUK. JTO KOrJa MOMHUMO
NapoJisi Hy>KHO BBOJIUTH KOJI, TpUChUIaeMbIid 10 SMS;



4. BpiOepu CIOXHBIA mapoiib. JJIsI KaXAOro IMOYTOBOTO SIIHUKA
JOJDKEH OBITh CBOM HAJIC)KHBIN, YCTOMYMBBIN K B3JIOMY MTapOJIb;

5. Ecnu ecTh BO3MOKHOCTh HAMCaTh CAMOMY CBOM JIMYHBIN BOMPOC,
VICTIOJIB3Y U 3Ty BO3MOXHOCTB;

6. Mcnonb3yi HECKOJIBKO MOYTOBBIX SIIMKOB. [I€pBbIN 111 4aCTHOM
MEPENUCKU C aJpecaraMu, KOTOPhIM Thl IOBEPSACIIb. DTO AIEKTPOHHBIN
aJipec He HaJl0 UCIIOJIH30BATh MPU PErUCTpaIluu Ha (hopyMax U calTax;

7. He oTkpbiBail (aiiiibl U APYyTrUe BIOXKEHUS B MUChMaX, JaXe €ClIU
OHU MPUIUIM OT TBOUX JApy3ei. Jlydile yTo4yHU y HUX, OTOPABISUIA JIU
OHH TeOe ATH (paiisl;

8. Ilocime okoHuanuss pabOThI Ha TOYTOBOM CEpPBUCE TMEpe
3aKPBITUEM BKJIAJIKK C CAUTOM HE 3a0y/ib HakaTh Ha "BeridiTu".

KuOepOyuinHr wiim BUPTYyaJbHOE U31€BaATEILCTBO

KubepOynnuHr - mpeciieloBaHHE COOOIICHUSIMH, COJepKalliMHU
OCKOpOJIEHUSI, arpecCuro, 3alyTrHBaHHUE; XYJIWUTAHCTBO; COLMAIBHOE
OOMKOTHPOBAHUE C TOMOIIBIO PA3JIMYHBIX HUHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 110 O0pHOE C KUOEPOYTMHTOM:

1. He Opocaiica B Ooii. JIyummii cnmoco0: 1mocoBeTOBaThCS Kak ceOs
BECTM M, €CJIM HET TOro, K KOMY MOXHO OOpaTUThCS, TO BHAudale
YCIOKOUThCA. Eciu Thl HayHeNIb OTBEYAaTh OCKOPOJICHUSIMH Ha
OCKOpPOJIEHUS, TO TOJIBKO €11ie 00JIbIIE PA30KKEIIb KOH(IIUKT;

2. YrpaBnsii cBoel KuoeppenyTanue;

3. AHOHUMHOCTH B ceTh MHUMAasl. CyIleCTBYIOT CIIOCOOBI BBISICHUTD,
KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He cTouT BECTM XyJIUTaHCKUWA 0Opa3 BUPTYAIbHON KU3HHU.
NHTEepHET PUKCUPYET BCE TBOU JAEHUCTBUSA U COXPAHSET UX. Y NAIUTh UX
OyJzleT KpaliHe 3aTpyAHUTEIBHO;

5. Cobinrofait CBOIO BUPTYAJIbHYIO YECTh CMOJIOJY;

6. UrHopupy#t emuHUYHBIN HeraTuB. OHOPa30BbIE OCKOPOUTEIHHbIE
COOOILIEHUS JTy4Ille UTHOPUPOBaTh. OOBIYHO arpeccusi MpeKpanaeTcs Ha
HayaJabHOM CTAJIUU;

7. ban arpeccopa. B mnporpaMmmax oOMeHa MTIHOBEHHBIMHU
COOOIIIEHUSIMHA, B COIUAIIBHBIX CETSIX €CTh BO3MOXHOCTh OJOKHUPOBKHU
OTHpPaBKHU COOOIIEHUHN C ONPECICHHBIX aPECOB;

8. Ecnu ThI cBUAETENh KUOCpOYIUIMHTa. TBOM IEUCTBUS: BBICTYIIUTh
MPOTHUB  TPECIEAOBATENS, I[IOKa3aTb €My, YTO €ro JICHUCTBUSA
OIICHUBAIOTCS HETaTUBHO, MOAJAECPkKaTh JKEPTBY, KOTOPOM HYX HA



MICUXOJIOTUYECKasi  MOMOIIb, COOOIIMTh  B3pOCIBIM O  (akTe
arpeCCUBHOTO TTOBEACHUS B CETH.

MoOuabHbIN TeaedoH

CoBpeMeHHbIe cMapT(OHBI U TUTAHIIETHI COAECPKAT B ceOE BIIOJIHE
B3pOC/IbId (YHKIMOHAJ, W TEMNEepb OHU MOTYT KOHKYpPHUPOBaThb CO
CTAallMOHAPHBIMU KoMIIbloTepaMu. (OJIHAKO, CPEJICTB 3alUThl JJIs
MOJOOHBIX YCTPOMCTB TOKa OYEHb Mayio. TeCTUpOBAaHHE U TMOHWCK
ySI3BUMOCTEN B HUX MPOUCXOJUT HE TaK MHTEHCUBHO, Kak s IIK, To
K€ caMoe KacaeTcsi 1 MOOMIIbHBIX TTPUIIOKEHUM.

CoBpeMeHHbIE MOOWIIbHBIE Opay3epbl YK€ MPaKTUYECKH JOTHAIN
HACTOJbHBIC aHAJOTH, OJHAKO paclIMpeHue (PyHKIMOHala BJICUET 3a
c000i1 OOJIBIIYIO CIIOKHOCTh M MEHBIIYIO 3aIUIIIEHHOCTb.

Jlaneko He BC€ MPOU3BBOAUTEIM  BBITYCKalOT OOHOBJICHUS,
3aKPBIBAIOIINE KPUTUUECKUE YA3BUMOCTH JJIsl CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI 151 0€30MACHOCTH MOOUIILHOTO TeNe(OHA:

Huuero He sABasieTcss mo-HAcToslleMy OecruiaTHbIM.  bBynb
OCTOPO’KEH, BeIb KOrja Tebe mpejyiaraloT 0eCIuiaTHbI KOHTEHT, B HEM
MOTYT OBITh CKPBIThI KAKHE-TO IIJIATHBIE YCIYTH;

Hymaii, npexae 4yeM otnpaBuTtb SMS, poto wnu Buaeo. Trel TOUHO
3HAEIIb, IJIC OHU OYIyT B KOHEYHOM HUTOTE?

HeoOxonumMo  OOHOBISITH ~ ONEPAMOHHYIO  CHCTEMY  TBOETO
cMapTdoHa;

Hcnonb3ylt ~ aHTUBUPYCHBIE  IPOTPaMMbl Ui  MOOWMJIBHBIX
Tene(OoHOB;

He 3arpyxaii mpuioXeHuss OT HEM3BECTHOIO MCTOYHHMKA, BEllb OHU
MOTYT COJIep>KaTh BPEJOHOCHOE MTPOTPAaMMHOE 00ECIICUCHHUE;

[Tocme TOro kak Tbl BBIMICUIbL C CalTa, TJA€ BBOAWI JIMUYHYIO
uH(popMaIuio, 3aiiiu B HACTPOUKHU Opay3epa U yaaiu cookies;

[lepuoauuecku MpoBepsiii, KaKKe IMIATHBIC YCIYTH aKTUBUPOBAHBI Ha
TBOEM HOMEDE;

JlaBaii cBOIt HOMep MOOMIILHOTO TelieOHA TOJIBKO JIOJSM, KOTOPBIX
ThI 3HACITh U KOMY JIOBEPSEIIIb;

Bluetooth momxeH ObITh BBIKJIFOUEH, KOTJa Thl UM HE IOJIb3YEIHIbCS.
He 3a0b1Bail nHOT1a TPOBEPSITH ITO.

Online urpor
COBpEMEHHBIC OHJIAWH-UTPHI - 3TO KPACOYHBIC, 3aXBATHIBAIOIIUEC
pa3BicUCHUs, OOBCIUHAIONINE COTHU THICSY YCIIOBEK MO BCEMY MHDY.



Urpoku wuccrenyroT OaHHBIM WM MHUpP, OOIIAIOTCA APYr C JIPyTroM,
BBITIOJIHSFOT 3aJIaHUs, CPAXKAKOTCS C MOHCTPAMHU W IOJYYarOT ONBIT. 3a
YAOBOJILCTBUE OHU IUJIATAT: MOKYMAIOT JUCK, OMJIAYMBAIOT aOOHEMEHT
WM TPUOOPETAIOT KAaKUE-TO OMIIUU.

Bce atu cpencrTsa uayT Ha NOAAEPKAHUE U PA3BUTUE UTPBI, 4 TAKIKE
Ha camy O€30MaCHOCTb: COBEPIIECHCTBYIOTCSI CHUCTEMBI aBTOpHU3AIIUH,
BBIMTYCKAIOTCS HOBBIE MaTyd (LMUQPPOBBIC 3aIUIaTKU [JIs MpOrpamm),
3aKPBIBAIOTCA YSI3BUMOCTH CEPBEPOB.

B momoOHbIX WIpax CTOUT oOmacaThCd HE CTOJBKO CBOUX
COIIEPHHUKOB, CKOJIbKO KPa)XM TBOETO MapoJis, HA KOTOPOM OCHOBAaHa
CHUCTEMa aBTOpHU3AIMU OOJBITUHCTBA UTP.

OCHOBHBIE COBETHI IO OE30MACHOCTH TBOETO UTPOBOTO aKKAyHTa!

1. Eciu npyroil urpok BeaeT ce0s IUIOXO WM CO3JaeT Teoe
HEMPUSITHOCTH, 3a0JIOKUPYHl €ro B CIIUCKE UTPOKOB;

2. [loxanyiicst aAMAHUCTPATOPAM UTPHI HA TIJI0XO€ MOBEJAECHHUE 3TOTO
UTPOKA, JKEJIATEIIbHO IPUIOXKUTH KAaKWe-TO JI0KA3aTejlbCTBAa B BUJIE
CKPUHOB;

3. He yka3piBaii n1uuHyt0 nH)OpMaIuio B podaiisie Urpsl;

4. YBaxkau Ipyrux y4aCTHUKOB IO UTPE;

5. He ycTranaBnuBail HeopuiinaabHble MaTYX U MOJbI;

6. Mcnonb3yli CIOKHBIE U Pa3HbIE MAPOJIH;

7. Jlaxxe BO BpeMs UIPbl HE CTOUT OTKIIFOYaTh aHTUBUPYC. 110Ka ThI
Urpaemb, TBOU KOMIIBIOTEP MOTYT 3apa3uTh.

OUIIMHT WK KPAa’Ka JUYHBIX JAHHBIX

OObIYHOM Kpaxel JeHEr M JIOKYMEHTOB CErOJHS YK€ HUKOTO HeE
YAUBUIIIb, HO C PAa3BUTHEM HHTEPHET-TEXHOJIOTUN 3JI0YMBIIUICHHUKU
MEPEMECTUIINCh B UHTEPHET, U MPOJOIAKAIOT 3aHUMATHCS " MHOOUMBIM"
JIEJIOM.

Tak mnosiBWJIaCh HOBasi yrpo3a: HHTEPHET-MOIICHHUYECTBA WU
GuUIIMHT, TJaBHAas 1eJdb KOTOPOrO  COCTOMT B  MOJYy4YEHUU
KOH(HUICHIIMATBHBIX JaHHBIX MOJIb30BaTeNeH - JIOTHHOB U mapoJieil. Ha
aHTIIMCKOM si3bIke phishing ynTtaercs kak pummHr (0T fishing - peiOHas
J0BJIs, password - mapoJb).

OCHOBHBIE COBETHI IO 0OPHOE C PUITMTHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu Thl mogo3peBaeiib, YTO TBOS
aHKeTa Oblla B3JIOMaHa, TO HEOOXOIUMO 3a0JI0KHUPOBAThH €€ U COOOIIUTh
aIMUHHUCTpaTOpaM pecypca 00 3TOM KaK MOXKHO CKOpee;



2. HUcnonp3yii Oe3omacHble BeO-CaliThl, B TOM 4YHCIIe, WHTCPHET-
Mara3uHOB U MOMCKOBBIX CHUCTEM;

3. Wcnonw3yii CIIOXKHBIE U pa3Hble Maposid. TakuMm oOpa3om, eciu
Te€OST B3JIOMAIOT, TO 3JOYMBIIUICHHUKH TMOJydYaT JOCTYH TOJBKO K
OJIHOMY TBOEMY IPOQUITIO B CETH, & HE KO BCEM;

4. Ecnu Te0s B3j0Mau, TO HEOOXOAUMO MPEAYNPEIUTh BCEX CBOUX
3HAKOMBIX, KOTOphIC H0OaBJIEHBI y TEOS B JPY3bSAX, O TOM, YTO TEOS
B3JIOMAJIM M, BOBMOKHO, OT TBOETO MMEHH OYyJIET pacChlIaThbCa CIlaM U
CCBUIKU Ha (PUILIUHTOBBIC CANTHI;

5. YcranoBu HanexHbid naposib (PIN) Ha MOOUIBHBIN TenedoH;

6. OTKJIIOYM COXpaHEHUE MapoJIs B Opay3epe;

7. He oTkpbiBail ¢haiisibl U Apyrue BIOKEHUS B MUCbMaX, JaXe €ClIu
OHM TPHUIIJIM OT TBOUX Apy3el. Jlydlie yTouHu y HHUX, OTOPABISIIN JIU
OHM T€OE AT (HAIIBL.

udposas penyranus

[HudpoBas penmyramus - 3TO HETraTUBHAs WU [O3UTHUBHAA
unpopmarus B cetu o Tebe. Kommpomerupyromias wuHpopmarius,
pa3MelleHHas B UHTEPHETE, MOKET CEPhE3HBIM 00pPa30M OTPa3UTHCS Ha
TBOEW peanbHOU xu3HU. "LludpoBas pemyrauus”" - 3T0 TBOM UMUK,
KOTOpPBIN hopMupyercst u3 uHhopMaIu o Te0e B UHTEPHETE.

TBoe MecTO KUTENbCTBa, y4ueObl, TBOE€ ()MHAHCOBOE IOJIOKECHUE,
OCOOCHHOCTH XapakTepa M paccka3bl O OJM3KUX - BCE 3TO
HAKaIIMBaeTCA B CETH.

MHorue noApOCTKU JIETKOMBICIIEHHO OTHOCATCS K IyOJUKaIuu
auyHOM wuH(popManuu B VHTepHETe, HE TMOHHMMAas BO3MOXKHBIX
nocieAcTBu. Thl Jaxke HE CMOXKEIb J0rajgarbCs O TOM, YTO
dbortorpadus, pasMemieHHas S5 JET Hazal, CTajla NPUYMHOM OTKa3a
MPUHATH TE€0s Ha padoTYy.

KommenTtapuu, pa3menienue TBoux Gororpaduii u apyrue AeHCTBUs
MOT'YT HE MCYE3HYTh JIa’kK€ IMOCJE TOro, Kak Thl UX YJaluilb. Thl HE
3HAEIIb, KTO COXPAHWI 3Ty UH(OPMAIIHIO, TIOMajia JIM OHA B MIOUCKOBBIC
CHUCTEMbl U COXpaHWJACh JM OHA, a TJABHOE: YTO MOIyMamT O TeOe
OKpY’)Karolue JIFOJW, KOTOpbIE HAWAYT W YBUIOAT 23T0. Hauntu
“H(pOpMAIIMIO MHOTO JIET CIYCTS CMOXET JII00OM - Kak U3 J0OphIX
NoOYXXJI€HUM, TaK U C HAMEPEHHUEM TPUUUHUTH Bpel. DTO MOXKET OBIThH
KTO YTOJTHO.

OCHOBHBIE COBETHI 110 3aIIUTE TUPPOBOI penyTaIlUN:



1. Tlomymaii, mpexe yeM 4To-To MyOJMKOBaTh U MepeaBaTh y ceOs
B OJiore MM B COIMAILHOM CETH;

2. B nHacrtpoiikax mpoduisi yCTaHOBU OTPAHUYECHHUS HA MPOCMOTP
TBOETO MPOGUIIS B €TO COASPKUMOT0, CACIal €ro TOAbKO "Iys apy3en”;

3. He pa3memaii u He yka3blBail MH(POpMAIMIO, KOTOpas MOXKET
KOT'0-T100 OCKOPOJISITH UIIM OOMKaTh.

ABTOpPCKOE MPaBo

CoBpeMeHHBIC IIKOJIBHUKH - aKTUBHBIE IOJIH30BATENN ITU(POBOIO
npoctpancTBa. OJHAKO Mdalleko HE BCE 3HAIOT, YTO IOJIb30BAHHE
MHOTHMH BO3MOXXHOCTSIMH ITU(PPOBOTO MUpPa TPEOYET COOIIOICHUS TTpaB
HA UHTEJUIEKTYalbHYI0 COOCTBEHHOCTb.

Tepmun  "uHTeNNEKTyanbHas COOCTBEHHOCTh'  OTHOCUTCS K
pa3IUYHBIM TBOPEHUSIM YEJIOBEYECKOIO0 yMa, HayWHasg C HOBBIX
M300peTeHUI U 3HAKOB, 0003HAYAIONIUX COOCTBEHHOCTh HA MPOAYKTHI U
YCIYTd, U 3aKaH4YuBas KHUramu, ¢ororpadusiMy, KUHOQUIbMAMU H
MY3bIKAJIbHBIMH POU3BEICHUSIMH.

ABTOpCKME€ TmTpaBa - 3TO IIpaBa Ha HUHTEIUJIEKTYaJIbHYIO
COOCTBEHHOCTh Ha MPOW3BEIEHUS HAYKH, JUTEpaTypbl U HCKYCCTBA.
ABTOpCKME TIpaBa BBICTYNAIOT B KaueCTBE TapaHTUM TOTO, 4YTO
UHTEJUIEKTYaIbHBI/TBOPUECKUN TPYyJ aBTOpa HE OyJEeT HalpacHbIM,
JaCT €My CIpaBeJIMBbIE BO3MOXKHOCTU 3apaboTaTh Ha pe3yjbTaTax
CBOEro TpyJAa, TMOJYyYUTh HM3BECTHOCTh W Tpu3HaHue. Hukro 06e3
pa3pelieHusi aBTopa HE MOXKET BOCIPOM3BOJUTH €Tr0 IPOU3BEICHHUE,
pacrpoCTpaHsTh, MyOJIUYHO JIEMOHCTPHUPOBATH, MpOJ1aBaTh,
UMIIOPTUPOBATh, IMyCKaTh B  MPOKAT, MyOJUYHO  HCIOJHATH,
MOKa3bIBaTh/UCIIONHATH B 2QHpe WK pa3MenaTs B IHTepHETE.

Hcnonp3oBanue "mupaTckoro" mporpaMMHOrO 00eCeYeHUsT MOXKET
MPUBECTH K MHOTUM PHCKaM: OT IMOTEPH JaHHBIX K TBOMM aKKayHTaM JI0
OJIOKMPOBKM TBOEro YyCTPOWCTBAa, TJ€ YCTAHOBJICHA HeJerajbHas
nporpamma. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYIOT JIeTaIbHBIC H
OecIuIaTHBIC MMPOTPAMMBbI, KOTOPBIC MOYKHO HAlTH B CETH.



MamsaTka qis o0yyaromuxcs 00 HHGOPMANUOHHON 0e301aCHOCTH

HEJIb35

1. Bcem noapsig coo01iath CBOKO YaCTHYIO HH(MOPMAIUIO (HACTOSIIIIUE UM,
bammmio, TenedoH, aapec, HOMEp MIKOJIbI, a TakkKe (poTorpaduu CBoU, CBOCH
CEMBH U JIpy3ei);

2. OTKpbIBATh BIIOKEHHBIE (PailJIbl 2JIEKTPOHHOM MOYTHI, KOT/1a HE 3HACIIIb
OTIPABUTEJIS;

3. I'pyOuTth, mpuanpaThCs, OKa3bIBaTh JABICHUE - BECTH C€0s1 HEBEXKIUBO U
arpeccuBHO;

4. He pacniopspkaiicst TeHbraMy TBOEH CEMbU 0€3 pa3pelieHMs CTapIIuX -
BCETJa CIIPAIIMBAN POAUTEIIEH;

5. He BcTpeuaiics ¢ HTEpHET-3HAKOMBIMH B PEATILHOM KU3HU - IIOCOBETYUCS
CO B3pOCIBIM, KOTOPOMY JIOBEPSCILIb.

OCTOPOXHO

1. He Bce numryT npaBay. Uuraems o cebe HenpaBay B UHTepHETE - COO0IIHN
00 3TOM CBOUM POJIUTEIISIM WJIU OTEKYHAM;

2. [Ipurnamarot nepenuchBaThCs, UTPaTh, 0OOMEHUBATHLCS - IPOBEPH, HET JIU
MOABOXA;

3. He3akonHnoe konupoBanue ¢aiiaoB B IHTEpHETE - BOPOBCTBO;

4. Bceerna paccka3biBail B3pOCIIbIM O MPodJieMax B CETH - OHHM BCET/ia IOMOTYT;

5. Ucnionb3yit HaCTpOHKH 0€30MMaCHOCTH U MPUBATHOCTH, YTOOBI HE MOTEPSITH
CBOM aKKAaYHTHI B COLICETSX U IPYTUX MOPTAIAX.

HY>KHO

1. YBaxai1 Apyrux mnojab30BaTelici;

2. Ilonp3yenibesi MHTEpHET-UCTOUHUKOM - JI€JIail CChUIKY HA HETO;

3. OTKpBIBal TOJBKO T€ CCHUIKU, B KOTOPBIX YBEPEH;

4. O0maThcs 3a MOMOIIBIO B3POCIBIM - POJUTENH, ONEKYHBI U aIMUHUCTPAIUS
CalTOB BCET/Ia IOMOTYT;

5. Ipoiinu o6yyenue Ha caiite "CeTeBUYOK" U MOJIy4H MACTIOPT MUGPOBOTO
rpakJanuHa!

O nopraJje

CeteBUUYOK.p(d - TBOM TJIaBHBIN COBETYMK B CETU. 3/1€Ch Thl MOXKEIITh
y3HaTh O 0€30MaCHOCTH B CETH MOHATHBIM U JOCTYMHBIM SI3bIKOM, a MPH
BO3HUKHOBEHUM KPUTUYECKOM CHUTyallUH OOpaTUTHCS 3a COBETOM. A
TaKXe TMPUHATH Y4acTHE B KOHKypcax M CTaTh CaMbIM ITU(PPOBBIM
rpaX JaHKHOM !




